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PuTTY: a free SSH and Telnet client

Home | FAQ | Feedback | Licence | Updates | Mirrors | Kevs | Links | Team
Download: Stable - Snapshot | Docs | Changes | Wishhst

PuTTY 1s a free implementation of SSH and Telnet for Windows and Unix platforms, along with an xterm terminal emulator. It 1s written and maintained primarily by
Simon Tatham.

The latest version 1s 0.70. Download it here.

LEGAL WARNING: Use of PuTTY, PSCP, PSFTP and Plink 1s illegal 1n countries where encryption 1s outlawed. We believe it 15 legal to use PuTTY, PSCP, PSFTP and
Plink in England and Wales and in many other countries, but we are not lawyers, and so if in doubt yvou should seek legal advice before downloading 1t. You may find
useful information at cryptolaw. org, which collects information on cryptography laws in many countries, but we can't vouch for its correctness.

Use of the Telnet-only binary (PuTTYtel) is unrestricted by any cryptography laws.

Latest news

https://www.chiark.greenend.org.uk/~sgtathamfputty/
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V obehu je infikovana verze PuTTY
£ | v | et S

© 2125.2015

SpoleCnost Symantec upozornila na to, Ze na internetu se intenzivné distribuuje trojanem
infikovana verze SSH klienta PuTTY. Pokud uzivatel vyuzije tuto binarku pro pripojeni na
svUj server, obsazeny trojan odesle pouzité prihlasovaci daje na server tGtocnika.

Tato verze byla vytvorena z originélnich zdrojovych kodu a je Sifena pres webové stranky
utocniku, které se dostaly do hornich pozic ve vyhledavacich.

Infikovanou y
na misté, kde

v - : - ; : ; ?
ma 512 KB). A.9.1 Would vou like me to register you a nicer domain name?

No. thank you. Even if you can find one (most of them seem to have been registered already. by people who didn't ask
whether we actually wanted it before they applied). we're happy with the PuTTY web site being exactly where it 1s. It's
not hard to find (just type ‘putty’ into google.com and we're the first link returned), and we don't believe the

administrative hassle of moving the site would be worth the benefit.

https://lwww.chiark.greenend.org.uk/~sgtatham/putty/fag.html#fagomain

Autor: Symantec
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Download PuTTY: latest release (0.70)

Home | FAQ | Feedback | Licence | Updates | Mirrors | Keys | Links | Team
Dovwnload: Stable - Snapshot | Docs | Changes | Wishlist

This page contains download links for the latest released version of PuTTY. Currently this is 0.70, released on 2017-07-08.

When new releases come out, this page will update to contain the latest, so this is a good page to bookmark or link to. Alternatively, here is a
permanent link to the 0.70 release.

Release versions of PuTTY are versions we think are reasonably likely to work well. However. they are often not the most up-to-date version of the
code available. If you have a problem with this release. then it might be worth trying out the development snapshots, to see if the problem has already
been fixed in those versions.

4 N
Package files

You probably want one of these. They include all the PuTTY utilities.
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)

MSI (*Windows Installer?)

32-bat: putty-8.7@8-installer.msi (or by FTP) (signature)
64-bit: putty-64bit-@.70-installer.msi (or by FTP) (signature)
Unix source archive
.tar.gz: putty-8.70.tar.gz or by FTP (signature)
A
4 N

Alternative binary files

The installer packages above will provide all of these (except PuTTYtel), but you can download them one by one if you prefer.

(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)
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Alternative binary files

The installer packages above will provide all of these (except PuTTYtel), but you can download them one by one if you prefer.
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)

putty.exe (the SSH and Telnet client itself)

32-bat: utty.exe (or by FTP) (signature)
64-bit: utty.exe or by FTP (signature)
pscp.exe (an SCP client, i.e. command-line secure file copy)

32-bat: sCp.exe (or by FTP) (signature)
64-bit: sCp.exe or by FTP (signature)
psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTP)

32-bat: sftp.exe or by FTP (signature)
64-bit: sftp.exe (or by FTP) (signature)
puttytel.exe (a Telnet-only client)

32-bat: puttytel.exe or by FTP (signature)
64-bit: puttytel.exe (or by FTP) (signature)
plink.exe (a command-line interface to the PuTTY back ends)

32-bit; plink.exe (or by FTP) (signature)
64-bit: plink.exe (or by FTP) (signature)
pageant.exe (an SSH authentication agent for PuTTY, PSCP, PSFTP, and Plink)
32-bit: pageant.exe (or by FTP) (signature)
64-bit: pageant.exe (or by FTP) (signature)
puttygen.exe (2 RSA and DSA key generation utility)

32-bit: uttygen.exe (or by FTP) (signature)
64-bit: uttygen.exe (or by FTP) (signature)

putty.zip (a .ZIP archive of all the above)
27 Tt nirEEy 730 for b FTPY ot enatiira)
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B PuTTY Configuration

Category:
= Sgessinn Basic options for your PuTTY session
& Ter I_.Dglging Specify the destination you want to connect to
—I- Termina
- Keyboard Host Mame (or IP address) Port
- Bell | | |22
- Features Connection type:
= Window (JRaw (O Telnet (O Rlogin @ 55H (O Serial
ﬁppearance Load, save or delete a stored session
- Behawviour
. Tranelation Saved Sessions
- Selection | |
- Colours :
Default Settings
= Connection R
- Data Save
- Proy
- Telnet Delete
- Rlogin
- S55H
- Serial Close window an exit:
() Mways () Mever (8 Only on clean exit

About Open Cancel
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Category:

= Sgessinn

[=J- Terminal

- Keyboard
- Bell

- Features
=~ Window

- Appearance
- Behawviour
- Tranglation
- Selection
- Colours

= Connection

.. Data

- Proy

- Telnet

- Rlogin

- S55H

- Seral

Basic options for your PuTTY session

Specify the destination you want to connect to
Host Mame (or IP address) Port

| |12

Connection type:

(JRaw () Telnet () Rlogin @) 55H () Serial

Load, save or delete a stored session
Saved Sessions

Default Settings Load

Save

Delete

Close window an exit:

() Mways () Mever (8 Only on clean exit

— ser@host



q Change Settings...

%Edam@snadhux: ~

Obnovit
Presunout
Velikost

—  Minimalizovat

o Madmalizovat RES ©SHR S CPU: MEM: TIME+ Command
€67€ S 0.0 i

x  Favrit Alt+F4
Special Command
Event Log

Mew Session... i
binfsshd -D

Duplicate Session
adam [priv]

Saved Sessions

Copy All to Clipboard 0 &4 O o — sshd: adam [priv]

Clear Scrollback 1716 372! 0 ' :00.00 L EE'l'j -3':%
: ' ' — fusr/1
Reset Terminal

— sshd: adam [priv]

— sshd: adamBpts/:
Full Screen fu ' miEp

L b
Help
About PuTTY

mlelp Egetup Ige1= = ar chigelF

— sshd: adam [priv]
adam@pts,/1




ﬁ PuTTY Reconfiguration

Category:

= S[essinn | Basic options for your PuTTY session

Save the cument session settings

3 Teminal
iy~ lenmina Saved Sessions

- Keyboard
- Bl |

- Features Default Settings Save
= Window test
- Appearance
- Behawviour
- Tranglation
- Selection
- Colours
=- Cennection Close window on exit:

- 55H ) Aways () Mever  (® Only on clean exit

Apply Cancel




Category:

= S[essicun Basic options for your PuTTY session

& Ter I_.Dglging Specify the destination you want to connect to
Fmin= Host Mame (or IP address) Port
- Keyboard
- Bell | | |22 |
- Features Connection type:

= Window (JRaw (O Telnet (O Rlogin @ 55H (O Serial
ﬁppearance Load, save or delete a stored session
- Behawviour
. Tranelation Saved Sessions
- Selection | |
- Colours :

Default Settings

= Connection R
- Data Save
- Proy
- Telnet Delete
- Rlogin

- S55H
- Sefial Close window on exit:
() Mways () Mever (8 Only on clean exit
About Open Cancel

HKEY_CURRENT_ USBffwara SimonTathanPuTTYSessions



Bell

% PuTTY Configuration X
Category:
= S[essicun Options controlling the teminal bell
i Ts.... |_.ug|ging Set the style of bell h
Tﬂh‘l':bnard Action to happen when a bell occurs:
@ (") None (bell disabled)
(®) Make default system alert sound
| Features () Visual bell flash window)
= Window () Beep using the PC speaker
- Appearance () Play a custom sound file
- Behaviour Custom sound file to play as a bell:
- Tranglation | | Browse
- Selection
—Colours Taskbar/caption indication on bell:
- Cennection (®) Disabled () Rashing () Steady
Eata Contral the bell overdoad behawviour
. Prao
Tel:it Bell is temporarily disabled when overused
- Rlogin Crver-use means this many bells. ..
- S55H o
. Gerial ... in this many seconds
The bell iz re-enabled after a few seconds of silence.
Seconds of silence required




Keypad

% PuTTY Configuration X
Category:

= S[essicun Enabling and disabling advanced terminal features
LDgging

- Terminal [ ] Disable application cursor keys mode
- Keyboard Dizable application keypad mode h
- Bell [] Disable xterm-style mouse reporting
- Features [] Disable remate-cortrolled terminal resizing

= Window [ ] Disable switching to altemate terminal screen
F-.ppea.rance ] Disable remote-controlled window title changing
_?_reah:;;iun; [ ] Disable remotecontrolled clearing of scrollback
.- Selection Response to remate title query (SECURITY):
- Colours () None (®) Empty sting () Window title

& Connection [] Disable destructive backspace on server sending ™7
- Data [] Dizable remote-cortrolled character set configuration
- Proxy [ ] Disable Arabic text shaping
- Telnet [ ] Disable bidirectional text display
- Rlogin

- S55H

- Seral




Keepalive

% PuTTY Configuration X
Category:

= S[essicun Options controlling the connection

& Ter I_.Dglging Sending of null packets to keep session active

—I- Termina
- Keyboard Seconds between keepalives (0 to tum off) h
- Bell
. Features Lowdevel TCF connection options

= Window Disable Magle’s algonthm (TCP_MNODELAY option)
- Bppearance [] Enable TCP keepalives (SO_KEEPALIVE option)
- Behaviour ]
. Translation Intemet protocal version
- Selection ® Auto (O I1Pwd () IPvE

e C':':"rs Logical name of remote host

—|- Connection
. Data Logical name of remate host {e.g. for 55H key lookup):
- Promy | |
- Telnet
- Rlogin

- S55H

- Seral




Shareconnection

ﬁ PuTTY Configuration

Category:

= S[essicun

[=J- Terminal

- Keyboard
- Bell

- Features
=~ Window

- Appearance
- Behawviour
- Tranglation
- Selection
- Colours

= Connection

.. Data

- Proy

- Telnet

- Rlogin
@-S5H

- Seral

About

Options cortrolling 55H connections

Data to send to the server

Remote command:

Protocol options

[]Dont start a shell or command at all
[ ] Enable compression

S55H protocal version:

w2 (0) 1 (INSECURE)
Sharing an 55H connection between PuTTY to

Share S5H connections if possible

Pemmitted roles in a shared connection:

Upstream (connecting to the real server)
Downstream {connecting to the upstream PuTTY)




Agentforwarding

% PuTTY Configuration X
Category:
EI Windaow ~ Options cortroling 55H authentication
- Appearance
. Behaviour Display pre-authentication banner (SSH-2 anly)
- Translation [] Bypass authentication entirely {(SSH-2 anly)
: Sz:zfrl;n Authentication methods
EI Cannection Attempt authentication using Pageant
- Data ] Attempt TIS or CryptoCard auth (S5H-1)
- Proncy Attempt "keyboard-interactive” auth (S5H-2)
;T;;i Authentication parameters
=-55H Allow agent forwarding %
- Kex [ ] Allow attempted changes of usel¥eme in S5H-2
- Host keys Private key file for authentication:
-+ Cipher | | Browse...
(- Auth
- TTY
- ¥
- Tunnels
- Bugs
- More bugs
- Gerial W
About Cancel




Font

ﬁ PuTTY Configuration

Category:

= S[essicun

[=J- Terminal

- Keyboard
- Bell

- Features
=~ Window

- Appearance
- Behawviour
- Tranglation
- Selection
- Colours

= Connection

.. Data

- Proy

- Telnet

- Rlogin

- S55H

- Seral

About

Corfigure the appearance of PuTT1"s window
Adjust the use of the cursor

Cursor appearance:
(®) Block () Undedine () Vertical line

[ ] Cursor blinks

Fort settings
Font used in the terminal window

Font: Source Code Varable, 10-point h

[] Mlow selection of variable-pitch fonts

Font qualty:
() Artialiazed () Non-Artialiazed
() ClearType (®) Default

Adjust the use of the mouse pointer
[ ] Hide mouse pointer when typing in window

Adjust the window border

Gap between text and window edge:

[] 5unken-edge border (slightly thicker)

Open Cancel
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ﬁ PuTTY Configuration

Category:

EI Window
Appearance

- Behawviour

- Tranglation

- Selection

[J- Connection

- Data

- Proxy

- Telnet

- Rlogin
B-S5H

- Host keys
- Cipher

- Auth

- ¥

- Tunnels

- Bugs

- More bugs
- Serial

About

Options controlling use of colours

General options for colour usage

Allow temrminal to specify ANSI colours

Allow temminal to use xtem 256-colour mode

Indicate bolded text by changing:

() The font (@ The colour () Bath

[ Attempt to use logical palettes

[] Use system colours

Adjust the precise colours PuTTY displays

Select a colour from the list, and then click the Modify

button to change its appearance.

Select a colour to adjust: RGB value:
Default Foreground -
Default Bold Foreground i I:I
Default Background Green
Default Bold Background I:I
Cursor Text Blue I:I
Cursor Colour
ANSI Black W Maodify




ANSIColors

% PuTTY Configuration X
Category:
EI Window s Options controlling use of colours
:;.pEea.rance General options for colour usage
T?anzT;iun; Allow temrminal to specify ANSI colours h
. Selection Allow temminal to use xtem 256-colour mode
E Indicate bolded text by changing:
& Connection () The font (@ The colour () Bath
- Data [ Attempt to use logical palettes
- Prouy [] Use system colours
- Telnet
HTDI;in Adjust the precise colours PuTTY displays
=-55H Select a colour from the list, and then click the Modify
- Kex button to change its appearance.
- Host keys Select a colour to adjust: RGB value:
- Ciph Default Foreground s
i ﬁﬂher Default Bold Foreground i I:I
= Default Background Green I:I
-~ TTY Default Bold Background
- ¥11 Cursor Text Blue I:I
- Tunnels Cursor Colour
. Bugs ANSI Black A Modify
- More bugs
- Seral W
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https://github.com/AlexAkulov/puttycolor-themes



256 color

% PuTTY Configuration X
Category:
EI Window s Options controlling use of colours
:;.pEea.rance General options for colour usage
T?anzT;iun; Allow temrminal to specify ANSI colours
. Selection Allow temminal to use xtem 256-colour mode h
E Indicate bolded text by changing:
& Connection () The font (@ The colour () Bath
- Data [ Attempt to use logical palettes
- Prouy [] Use system colours
- Telnet
HTDI;in Adjust the precise colours PuTTY displays
=-55H Select a colour from the list, and then click the Modify
- Kex button to change its appearance.
- Host keys Select a colour to adjust: RGB value:
- Ciph Default Foreground s
i ﬁﬂher Default Bold Foreground i I:I
= Default Background Green I:I
-~ TTY Default Bold Background
- ¥11 Cursor Text Blue I:I
- Tunnels Cursor Colour
. Bugs ANSI Black A Modify
- More bugs
- Seral W




xterm-256color

ﬁ PuTTY Configuration

Category:

= Win

=)~ Con

-

= Sgessinn

[=J- Terminal

Keyboard
Bell

Features
dow

- Appearance
- Behawviour
- Tranglation
- Selection

- Colours

nection

- Data

Proxy
Telnet
Rlogin
S5H
Serial

Ab

out

Data to send to the server

Login details

Autodogin usemame |

When usemame is not specified:
(® Prompt () Use system usemame (adam horcica)

Teminal details

Teminaltype sting |xtemn-256color |
Teminal speeds |38400.38400 |
Environment variables

Variable | || Add
Value | | lRemove

SRR




@ adam@snadbox ~

adam@snadbox:~% colortest-256
System colors:

Color cube, Bx6x6:

Grayscale ramp:

adam@snadbox:~%

apt-getinstall colortest
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% PuTTY Configuration 7
Category:
EI Window s Options controlling 55H port forwarding
gupﬁea.rance Port forwarding
T?anzT;iI;; [] Local ports accept connections from other hosts
.. Selection [] Remote ports do the same (SSH-2 anly)
. “-Colours Forwarded ports: Remove
=+ Connection
- Data
- Proxy
- Telnet
HTDI;in Add new forwarded port:
=-55H Source port I:I Add
- Host keys Destination |
- Cipher (®) Local () Remote () Dynamic
- Auth (@) Auto () IPwd ) 1PvE
- ¥
- Bugs
- More bugs
- Gerial W
About Help Cancel




[ 232 Bt YN

ﬁ PuTTY Configuration

Category:

= S[essicun

[=J- Terminal

= Window

=~ Connection

- 55H

- Keyboard
- Bell
- Features

- Appearance
- Behawviour
- Tranglation
- Selection

- Colours

- Data

- Proxy
- Telnet
- Rlogin

- Serial

Options cortroling session logging

Session logging:

) None (®) Printable output

() All session output () 55H packets

(") 55H packets and raw data

Log file name:

|C:\war'log\putty\8YAMAD-4T-4Hlog | | Browse...

(Log file name can contain &Y, &M, &0 for date, &T for
time, &H for host name, and &F for part number)

What to do if the log file already exists:

() Always ovenwrite it

(®) Always append to the end of it

() Ask the user every time

Flush log file frequenthy

Options specific to 55H packet logging
Omit known password fields
[ ] Omit session data

&n Cancel

g
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Piikazowvy fadek

C:h»plink adam@sandbox uptime
16:568:58 up 2:22, 3 users, load average: ©.23, ©.85, 8.82

R

plink[-loadsession]{ X & X ser@hostommand
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Tags
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Unanswered

EE serverfault

Is there an equivalent to ssh-copy-id for Windows?

|s there any equivalent or port of ssh-copy-id available for Windows? That is, is there an easy way to
transfer 55H keys from a local machine to a remote server under Windows?

53 In case it helps, I'm using Pageant and Kitty (a Putty alternative) already.
windows  ssh port  file-fransfer  ssh-keys
share improve this question edited Jan 20 11 at 18:48 asked Jan 20 '11 at 18:34

{ 3 mrdenny E’,‘Ex Matt V.
Pl 26.4k »4 » 34 #66 3%}’&.‘ 462 »1 »5 #12

11 Answers active oldest votes

ssh-copy-id is a pretty simple script that should be pretty easy to replicate under windows.
26 If you ignore all the parameter handling, error handling, and so on, these are the two commands from

ssh-copy-id that are actually doing the work most of the time.

GET_ID="cat ${ID FILE}"
{ eval "$GET_ID" ; } | ssh $£{1%:} "umask 877; test -d .ssh || mkdir .ssh ; cat »» .ssh/author:

3

lUsing the putty tools a command like this should be equivalent (not tested).

type public_id | plink.exe usernamefhostname "umask 877; test -d .ssh || mkdir .ssh ; cat »»
k

If vour want to do all the same error handlino and the automatic kev location | am sure writina a

https://github.com/VijayS1/Scripts/blob/master/ssbopy-id/sshcopy-id.cmd
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g PuTTY Key Generator

File Key Conversions

ey
Mo key.

Actions

Help

Generate a public/private key pair

Load an existing private key file

Save the generated key

Parameters

Type of key to generate:
® RSA O DsA

Mumber of bits in a generated key:

E genaate 1

Load

Save public key Save private key

(O ECDSA (O ED25519 (O S5H-1 (RSA)




g PuTTY Key Generator
File Key Conversicns Help

Key

Public key for pasting into Open5S5H authonzed_lkeys file:

ssh{sa

AAAARINZAC Tye 2EAAAABJQAAAGEAM Ajwb BuXOWF TruilNKbg /nd CrESmHIAVILr
G/HuAGRIE VK= SUzile 3Q Y IPAM 52 146 v 52ickallOa/pochp PTRTIHCCwC N kg

]

hlkeWKZag

+ibejbohb 2pPPihexcos 1+balwhdeazcl 82LpViS DFoZ23CHe BfpOONZy TKICOCKz6pLO W

Key fingerprint : |55h-rsa 2048 32:9% df -ae ff:b0:17:0f fe:71:1b:37:9e:53:07: 74 |

Key comment: |adam @sandbox |

Key passphrase: | 111 |
|

Corfim passphrase: | TTY)

Actions
Generate a public/private key pair
Load an existing private key file

Save the generated key

Parameters

Type of key to generate:
® RSA O DsA

Mumber of bits in a generated key:

(O ECDSA

Save public key

(O ED25519

Generate

Load

E Save private key i

(O S5H-1 (RSA)




