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Rozdéleni / NFC

Frekvence 125-134 kHz 13,56 MHz 860 - 960 MHz
Vazba indukéni indukéni el-mag
Anténa civka civka dipol
Vzdalenost azlm a;l(l) Eqm(|(s|§)?5154eg§)3) az10m
Rychlost 2 - 8 kbit/s 100 - 900 kbit/s

Velikost 60-300B 100 B-32kB

Pamét (typ.) ROM EEPROM EEPROM

PS: Bxistuje | 2.4 HG2 RFID



Thin antenna wire . Thick antenna wire

More coils 74, Less coils /

https://blog.flipperzero.one/rfid/



Low Frequency High Frequency
125 kHz 13.56 MHz

Antenna wire is thinner and has more turns Antenna wire is wider and has less turns
Spaces between coils are invisible Spaces between coils are recognizable

https://blog.flipperzero.one/rfid/



UHF




The Thing (the Great Seal bug)

* Lev SergejeviC Térmen

e Vénovano na USA ambasadu v
Moskve (1945)

* Objeveno 1952 (7 let!)

The Gift That Kept on Giving




Jak to funguje?
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https://www.cryptomuseum.com/covert/bugs/thing/index.htm




Electronic article surveillance

* Technologie:
» Acousto-Magnetic (58 kHz)
 Radio-Frequency (8.2 MHz)

/
-
-
=
=
-
—
-~
=
-~
—
‘,
—
=
-

——

EAS antenna

EAS antenna



Ktery je NFC Stitek?




PFistupovy systém
(PACS - Physical Access Control System)

Making Everything Easier!”

HID Global Special Edition

e Online

Learn:
« Best practices for physical security

o O ffl | n e « About modern security technologies
and how to apply them
+ How to use a layered security
approach

Brought to you by

Peter H. Gregory, CISA,
CRISC, CISSP, DRCE
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Co bylo pred

* Magstrip
* Wiegand Card
 Barium Ferride Card

Barium Ferrite Card
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Wiegand Card

_
SENSOR CARD"




Classic Swipe Reader

Most popular Wiegand swipe reader for access control

o F\ <"‘—c;-1 \ /It““‘:-;“.ﬂ'lr \- NIDE 14,:\: -

uss=d

D~ s v ST O
. wer reqguiren 1"
rower quil

* Dimensions: 2.3" » |
» Slot width: 0.062" to 0.069" (1.6 mm to

2 I

Available in black or beige

8cmx 13.0ocmx 4.3 cm)

-----------------------------------------------------------------------------------------------------------------------------------------------------------------

Epic Reader

Stylish Wiegand swipe reader for access control

* Ergonomic design for easy card pass through

* Power requirements: 5-12 VDC

* Dimensions: 2.66" x 586" x |.5" (6.76 cmx 14.9 cm x 3.0 cm)
* Slot width: 0.062" to 0.069" (1.6 mm to |.75 mm)

* Available in black

-----------------------------------------------------------------------------------------------------------------------------------------------------------------

= Insertion Reader

—_ Flush mount W:egand card reader for access control
h * In-wall mounting for low profile installatic

* Power requirements: 5-12 VDC

(IR LRI IR EERS 10w 10" LN o B o TP Ernl B4 - VST
* Dimensions: 1.18"x3.18" x3.0"(3.0cmx 8.l cmx 7.6 cm)
e Slot width- 0 0&77 to O 04 Q” { L rmm to yA™ \

10T width: U.UbL TO U.UbG?Y 1.0 1NN LD f21 1)

* Available in chrome



Wiegand Card B

RIGOL LOIT (R oo odfremrmombree ] . £ B 2240l
w,
Y

Read here
25ms after
the last pulse

CH1== 2B86ml) Time 18.88ms =27 .58ms

SR  2EEML

NTTHNE N

it

https://www.blackhat.com/presentations/bh-dc-08/Franken/Presentation/bh-dc-08-franken.pdf



EM4100

e EM4102, EM4202, ...

* EM Microelectronic

* Ccarok 2000

* 64bit ROM

* 5 byte ID (unikatni od vyroby)

Fl | F oo THL
AN BN N =R B
/|HEN ENR B s==xEE
(1 | | Bl MRl | |
IHEl swidmlb. -dEN
IHEI I"F=F=YEEnn
'HELA . .» EEEN
UYEEE HI IH EEENF
'EEE NI I EEN’
NEE HI I EEF
NEEEEEEER
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https://blog.flipperzero.one/rfid/



Coil1

EM4100

Coil2

L: typical 21.9mH for fo = 125kHz

Fig. 1




System Principle

Tranceiver Transponder
—— Coil
. Antenna —
Oscillator  |— - e ——
Driver ey EM4100
——
e ——— | Coil2
Filter
and +— Demodulator js—s E—
Gain é;__:__
I —
Data decoder |—» Dafa received Signal on coils
from transponder

Transponder coll

Transeiver coil

/ s
RF Carrier Data &~




Block Diagram

COIL1

Cres

CoIL2

S

MEMORY

i ARRAY

Serial
Data Out

CLOCK
EXTRACTOR
; Logic
[ oD Clock
AC1 . .
FULL WAVE | | ~stP
RECTIFIER | ~ | SEQUENCER
AC2
V55
DATA \
MODULATOR
DATA
? ENCODER |
Modulation
Control

a: open only for PSK version

— ROwm

Fig. 5



1 1 1 1 1

1

1

1

1

8 version bits or D00
customer ID D10

DO1
D11

D02
D12

D03
D13

D20
32 data bits D30
D40
D30
D60
D70
D80
D90

D21
D31
D41
D51
D61
D71
D81
D91

D22
D32
D42
D352
D62
D72
D82
D92

D23
D33
D43
D53
D63
D73
D83
D93

PCO

PC1

PC2

PC3

PO
P1
P2
P3
P4
P5
P6
P7
P8
P9

SO

4 column parity bits

https://www.priorityldesign.com.au/em4100_protocol.html

9 header bits

10 line parity
bits



https://scanlime.org/2008/09/using-an-avr-as-an-rfid-tag/



———

Handheld RFID Writer



T5577

* Obecne 125 kHz tagy
 363bit EEPROM
* Alternativa: EM4305

o

MICROCHIP ATASLS577C
ATA5577C — Read/Write LF RFID IDIC 100 kHz to 150 kHz

Introduction

The ATAS577C I1s a contactless read/write |dentification Integrated Chip {IDICE'} for applications in the 125 kHz or 134



T5577

Block Diagram

Clock
Extractor >
< 1 EEPROM
. Data
Extractor
< Modulator |« Logic
VDD
I .
COIL1 » Y
Power Power on | Reset
T C= Supply T Cos Reset
COIL2 e—o —

i .
=SS



AT5577 - Prikazy

Figure 4-15. ATA5577C Command Formats Fixed Bit Length Protocol and Long Leading Reference Protocol

Standard write

Protected write

AOR (wake-up command)

Direct access (PWD =1)

Direct access (FWD =0)

Page 0/1 regular read

Reset command

Ref OP

R™ 1p| L | 1 Data 32 | 2 Addr 0O

R™) | 1p™] 1 Password 32(L|1 Data 32 |2 Addr 0
R™ | 1p™| 1 Password 32

R™1p"] 1 Password 32 (0|2 Addr 0

R™)[1p*| 0| 2 Addr 0

R 1p"

21 00 ") p = page selector

") R = Reference pulse if necessary




T5577 - EEPROM

Figure 3-2. Memory Map

Traceability data

Traceability data

Page 1

User data or password

User data

User data

User data

Page 0

User data

User data

User data

32 bits

https://github.com/RfidResearchGroup/proxmark3/blob/master/doc/T5577_Guide.md

Block 3
Block 2
Block 1
Block 0

Block 7
Block 6
Block 5
Block 4
Block 3
Block 2
Block 1
Block 0



Table 5-2. Block 0 Page 0 - Configuration Mapping in Basic Mode
Lt 2 3l A 6 7 8§08 10 1 1213 14 15 16 P 18 189 200 21 22 23 24 |25 26 2F 28| 29 30 31 32
010 o|lo0|0|(0 0 0 0|0
D |Master Key Data Bit Modulation S |3 max 2|8 g
: (1), (2) Rate & < BLOCK | & | £ =
RFE 0 0 O 0 0 RFZ2 2 =
RFM16 0 0 1 0 1 RFA4 §
0 Unlocked RF/32 0 1 0 1 0 RFB %
1 Locked RFM40 0 1 1 1 1 Res. w
RFA0 1 0 0O 0 0 0 0 0 Direct ':|-'_'3'
RFE4 1 0 1 o 0 0 0o 1 PsK1
RFM00 1 1 O 0 0 0 1 0 P3K2Z
RFM128 1 1 1 0 0 0 1 1 P3SK3
0 0 1 0 0 FSK1
o0 1 0 1 FskK2
o0 0 1 1 0 FsSKla
0 0 1 1 1 FSK2a
0 1 0 0 0 Manchester
1 0 0 0 0 Biphase
1 1 0 0 0 Reserved
NOIES. 1. I the Masier Rey IS b e 125l Mode access 15 disabled

2. If the Master Key is neither 6 nor 9, the extended function mode and Init Delay are disabled




[usb] pm3 —> 1f t55xx clonehelp
For cloning specific techs on T35xx tags, see commands available in corresponding LF sub-menus,
Lf awid clone

Lf destron clone
1f em 410x clone
Lf fdxb clone

Lf gallagher clone
Lf gproxii clone
Lf hid clone

Lf indala clone

1f io clone

Lf jablotron clone
1f keri clone

Lf motorola clone
Lf nedap clone

Lf nexwatch clone
Lf noralsy clone
Lf pac clone

Lf paradox clone
Lf presco clone

Lf pyramid clone
Lf securakey clone
Lf viking clone

Lf visa2000 clone






HF

* |SO 14443A/B (Proximity)

* |ISO 15693 (Vicinity)

* |SO 18092 (NFC)

e JIS: X6319-4 (Felica)

* NFC Forum Technical Specifications




1S014443

14443-1

14443-2

14443-3

14443-4

Part 1: Physical characteristics

Part 2: Radio frequency power and signal interface RE 1y,

Part 3: Initialization and anticollision Antity

v Zpyt
Pl"cnos Ml?lpmcchdm
Part 4: Transmission protocol &«— " Selecy
ISO78
16



NTAG 213
(1S014443A-3)

=
HALT ) C DLE )

REQA identification
WUPA WUPA and
selection
procedure
a///f_ ‘x\
READY 1 ANTICOLLISION

___,..—

."' ' READ ‘

|

I| ‘ from page 0 SELECT
cascade level 1

|| \ . l

| \ /_d___-\\
|.| HLTA \ /«C READY 2 )\ ANTICOLLISION
HLTA READ -
! from page 0
4

SELECT
\ cascade level 2
/-’"_ "\\
ACTIVE
— —-/ READ (16 Byte)

FAST READ
WRITE,
PWD_AUTH COMPATIBILITY WRITE O?;g}?ﬂﬁg
(4 Byte)
l GET_VERSION
— READ_SIG
o READ_CNT
AUTHENTICATED -

aaa-008072

Remark: In all states, the command interpreter returns to the idle state on receipt of an unexpected
command. If the IC was previously in the HALT state, it returns to that state.



NTAG 213
(1S014443A-3)

Table 22. Command overview

Command(ll ISO/IEC 14443 NFC FORUM Command code
(hexadecimal)
Request REQA SENS_REQ 26h (7 bit)
Wake-up WUPA ALL_REQ 52h (7 bit)
Anticollision CL1 Anticollision CL1 SDD_REQ CL1 93h 20h
Select CL1 Select CL1 SEL_REQ CL1 93h 70h
Anticollision CL2 Anticollision CL2 SDD_REQ CL2 95h 20h
Select CL2 Select CL2 SEL_REQCL2 95h 70h
Halt HLTA SLP_REQ 50h 00h
GET_VERSIONE - - 60h
READ - READ 30h
FAST_READI2 - - 3Ah
WRITE - WRITE A2h
COMP_WRITE - - AOh
READ_CNTH - - 39h
PWD_AUTHE - - 1Bh
READ_SIGE] - - 3Ch

[1] Unless otherwise specified, all commands use the coding and framing as described in Ref. 1.

[2] This command is new in NTAG21x compared to NTAG203.




AN10833

MIFARE type identification

procedure

| | Check Card

b8|b7|b6|b5|b4|b3|b2|bll

Bit2
Bit4
SAK b5=17 No ————— Bit5
Yes
SAK b1=1?
Ves Bit 1
No
SAK b6 SAK b6=12 Bit6
Yes
Class
MIFARE
Glass
Error Error
ight EV1 and Nano
support Layer 3 GetVersion 150 144433
1S0 144434
RATS RATS RATS
ATS
—ATS ATS
Getversion Getversion No
in L4 in L4 inlLd
Yes Yes l i i l
I *HW Type HW Type HW Type HW Type HW Type
HW Type 0xBx is 0x02 or 0x82 0x01 or 0x81 0x08 0x04
0x02 or 0x82 MIFARE on MCU | (MIFARE Plus) (MIFARE DF) (MIFARE DFL) (NTAG)
No (MIFARE Plus) No
MIFARE MIFARE
MIFARE Plus EV1 DESFire EV1
Plus EV1 2K/ kin SL3, 256 BI21/B K
2 K/ kin SL1
- MIFARE MIFARE Byte 6 (Size)
et Plus EV2 DESFire EV2 0x13:~512B
x16:
R 2Kid kin SL3, 21418116132 K
Byte 4 (HW MIFARE
SAK: 0x18 SAK: 0x20 version) DESFire EV3
Ox11:EV1 21418
0x22:EV2
Historical Historical Byte 6 (Size) Byte 4 (HW
TR version)
Tt 0x11: EV1
0x22: EV2
l l 0x33: EV3
Byte 6 (Size)
C1052F2F C1052F2F C1052F2F C1052F2F C(:(?Egéau C1052F2F CJGD&SU 0x10: 256 B
0035C7 01BCD6 0035C7 01BCD6 e GEeDT 01BCD6 e BEGO1 gx:: i:é
x
0x1A:8K
MIFARE MIFARE 0xIC- 16 K
Plus § Ox1E: 32K

00F6D1: 17 pF ATQA 00F6D1: 17 pF
10F6D1: 70 pF 2K:0x00 x4 10F6D1: 70 pF
4 K: 0X00 x2

*Storage Size Calculation:

7-MSbits (=n) code the size based on 2*n
The LSbit is set to ‘0" if the size is exactly 2*n.
Example: 0x1A = 8192 bytes storage size

ISO14443A-3

TSO14443A-4






NFC Tag

* NFC Forum (https://nfc-forum.org/)
* NDEF Message
* Unifikovany zpusob jak Cist data



https://nfc-forum.org/

NDEF

NDEF message

NDEF record

NDEF record

NDEF record

Record header

——— .
—_——
—_——
—_——
_—-
_—-
—_——
—_—-
—_— -
—_— -
_——
—_—
_—
—_—
—

NDEF record header

Flags & TNF
1 byte

Type Length
1 byte

Payload Length
1 byte or 4 bytes

ID Length
(optional)
1 byte

Payload Type
(optional)
variable

Payload ID
(optional)
variable




1:23 i Od %8

Business card
& Link
= WiFi

3%  Bluetooth

@  Email

. Telephone number
®  Geo location

47  Launch Application

[3]  Plain text

\ 2R 2 2R 2 2N 7 N N 2N 2NN 2

[J swms




Application Layer

Examples of
products

Application
Protocol

Protocol

Initialization
Anticollision
Protocol
Activation

Physical
Characteristics

NFC A

NFCB NFCF P2P

. NFC Forum specification

. Vendor specific

. International standard

https://commons.wikimedia.org/wiki/File:NFC_Protocol_Stack.png






Pro Android

[N #(100] 2:23

<
¢ \I X P T a g | n ]CO IC INFO NDEF EXTRA .FULL SCAN

. = NFC data set information
® \l >< P T a g\/\/ rl te r NDEF message containing 1 record
Current message size: 12 bytes
Maximum message size: 23 bytes

o \/I t D . d NFC data set access: Read & Write
e rO rO | = Record #1: Text record

Type Name Format: NFC Forum well-known type

° \l I:C l Short Record
type: "T"
tOO S, o o o encoding: UTF-8

lang: "en"

text: "hello”
Payload length: 8 bytes
Payload data:

[00] 02 65 6E 68 65 6C 6C 6F |-enhello|
= NDEF message

[00] D1 01 08 54 02 65 6E 68 |---T-enh|
[08] 65 6C 6C 6F |ello |

= NDEF Capability Container (CC)

Mapping version: 1.0

Maximum NDEF data size: 32 bytes
NDEF access: Read & Write
Supports Inventory Page Read

[00] E1 40 04 02 [-@-- N"a

< A O




DYI

e RC522 + Arduino
e PN532 + USB 2 UART + Lib-nfc




Proxmark

e SDR®

e Svycarsky niz pro RFID
« \Wvoj od 2007
 Ohromna komunita

* https://lab401.com/products/proxmark-3-rdv4
* https://github.com/Proxmark/proxmark3
* https://github.com/RfidResearchGroup/proxmark3



https://lab401.com/products/proxmark-3-rdv4
https://github.com/Proxmark/proxmark3
https://github.com/RfidResearchGroup/proxmark3

Flipper Zero

e Kickstarter 2020
e RF (CC1101), BLE, RFID, NFC, IR, iButton, ...




Kam dal

e https://blog.flipperzero.one/rfid/

e https://git

hub.com/doegox/awesome-rfid-talks

* Proxmark
e https://git

Discord a Forum
hub.com/RfidResearchGroup/proxmark3



https://github.com/doegox/awesome-rfid-talks
https://github.com/doegox/awesome-rfid-talks
https://github.com/RfidResearchGroup/proxmark3




FIDO

* Napr. YubiKey 5 NFC
e 1SO14443-4 (1SO7816)
* NFC aplikacni vrstva je prfimo ve FIDO sepc.

* YubiKey navic muze obsahovat NFC Tag Type-4 NDEF zpravu
e OATH-HOTP (https://www.yubico.com/resources/glossary/oath-hotp/) nebo
* Yubico OTP (https://developers.yubico.com/OTP/)
* nebo statické heslo
 \V podobée URL (uzivatelky definovane) nebo TXT



Apple AirTag

* NRF52832
* NFC-A peripheral

o/

* Implementuji NFC Tag Type-4
* Pouze ke Cteni

* Obsahuje NDEF Msg s URL napr.:

https://found.apple.com/airtag?pid=5500&b=00&pt=00Uc&fv=0010
Pel0&dg=00&z=00&bt=A0B1C2D3EUF5&sr=ABCDEF123456&bp=0015

https://adamcatley.com/AirTag.html



Platebni karta

* EMV (Europay, Mastercard, and Visa)
 |SO7816 (kontaktni) a ISO 14443 (bezkontaktni)



Biometricky pas

o [SO 14443-4

 Patrfi mezi MRTD (Machine Readable Travel Documents)
* Definuje ICAQ (International Civil Aviation Organization)
e Dokument 9303 (ma 13 casti)

https://www.icao.int/publications/pages/publication.aspx?docnum=9303

» Zabezpecleni
* RID

 Datové soubory jsou podepsané (PKI)
« BAC (Basic Access Control) - challenge-response, terminal musi znat MRZ

* AA (Active Auth.) - pas ma vlastni priv. klic a miZe vam néco podepsat

https://is.muni.cz/th/tc83s/xkorec_bc.pdf
https://is.muni.cz/th/2514/pravf_m/Diplomka_zriha_final.pdf



Tiskarna DYMO 500

e Termo tiskarna stitkd
* Tiskne jen na Stitky s RFID tagem (originalni od vyrobce, DRM)
* NXP icode SLIX2 (ISO 15693)

e 16 Dit counter
 Zacina na OxFFFF - pocet stitkd

* Pritisku se inkrementuje (read password muze jen inkrementovat)
* OxFFFF je prazdna spulka

https://macgyver.siliconhill.cz/wiki/projekty/virtualnibastlirna/2022-04-07/free-dmo



& MacGyver
macgyver.siliconhill.cz


https://twitter.com/horcicaa
mailto:adam@horcica.cz

